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A Physics-Regularized PINN-XGBoost Framework for
Accurate Bloodstain Angle-of-Impact Estimation

Mahdieh Ghotbi Bahareh Bahrami Ali Bohlooli Mohammad Reza Khayyambashi
Faculty of Computer Faculty of Computer Faculty of Computer Faculty of Computer
Engineering Engineering _ Engineering ~ Engineering
University of Isfahan University of Isfahan University of Isfahan University of Isfahan
Isfahan, Iran Isfahan, Iran Isfahan, Iran Isfahan, Iran
m.ghotbi@co,mp.ui.ac.ir b.bahrami@eng.ui.ac.ir bohlooli@eng.ui.ac.ir m.r.khayyambashi@comp.ui.ac.ir

Abstract— Bloodstain Pattern Analysis (BPA) is essential for crime scene reconstruction, providing
information about droplet trajectories, including the angle of impact (Aol). Traditional methods often rely on
simplified geometric assumptions, neglecting physical variability and experimental uncertainty. This study
proposes a hybrid physics-regularized framework, PINN-XGBoost, for accurate local Aol estimation from
ellipse-derived geometric features. While gradient boosting (XGBoost) demonstrates strong standalone
performance for direct Aol estimation, the hybrid framework further improves accuracy and physical
consistency by embedding analytically derived constraints into the learning process. This approach aligns with
BPA practices, where regression performance is evaluated using features such as stain axes, centroids, and
volume. Experimental results demonstrate that the hybrid model reduces mean absolute error from 0.88° to
0.08° and increases R? to 0.9974, highlighting the effectiveness of combining data-driven learning with
physics-informed regularization.

Index Terms-- Bloodstain Pattern Analysis, Angle of Impact, Physics-Informed Neural Networks, XGBoost
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A Verifiable Al-Augmented Homomorphic Secret
Sharing Framework for Secure and Adaptive Distributed
Computation

Majid Farhadi sangdahi, Mohammad amin khorzani
Dept. of math & Computer Science, Dept. of math & Computer Science,
Damghan University, Damghan University,
Damghan, Iran Damghan, Iran
Farhadi@du.ac.ir Mohammadaminkhorzani@gmail.com

Abstract— This work introduces a new framework for secure data processing in distributed environments
through the combined use of classical secret sharing, strengthened symmetric encryption, verifiable
computation, and adaptive monitoring based on deep learning. In this design, a confidential value is divided
into independent components, and each component is separately encrypted and validated to prevent disclosure
and manipulation. The verifiable computation layer enables the correctness of results to be confirmed without
revealing any underlying information. In addition, an intelligent analysis mechanism based on computational
vision models monitors encrypted representations and operational traces to detect abnormal or adversarial
behavior during processing. The integration of these mechanisms forms a multilayer system that
simultaneously ensures confidentiality, correctness, and adaptive oversight, providing a reliable foundation
for cloud platforms, large-scale networks, and data-intensive applications.

Index Terms— Homomorphic Secret Sharing, AES-CBC Encryption, Introduction, Secure Data Sharing, Vision
Transformer, Zero-Knowledge Proof
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Framework for Real-Time Detection of Fileless
Malware Using Machine Learning Memory Forensics

Pouya Soleimanifar Sorour Sheidani
Department of Computer Science and Information Department of Computer Science and Information
Technology, Institute for Advanced Studies in Technology, Institute for Advanced Studies in
Basic Sciences (IASBS), Basic Sciences (IASBS),
Zanjan, Iran Zanjan, Iran
Pouya.soleimanifar@gmail.com Sheidani@iasbs.ac.ir

Abstract- Fileless malware poses a significant threat in modern cyber environments, as it operates primarily in system
memory and evades traditional file-based detection mechanisms. This paper proposes MemGuard, a hybrid framework that
integrates memory forensics with machine learning for near real-time detection of fileless malware. Using the CIC-MalMem-
2022 dataset, the framework combines Random Forest for feature-level classification, Convolutional Neural Networks
(CNNs) for spatial pattern analysis of memory-derived representations, and Long Short-Term Memory (LSTM) networks for
modeling temporal behavioral sequences. EXPERIMENTAL RESULTS DEMONSTRATE THAT MEMGUARD ACHIEVES NEAR-
PERFECT DETECTION PERFORMANCE UNDER CONTROLLED EXPERIMENTAL CONDITIONS, WITH AN OVERALL ACCURACY
EXCEEDING 99% AND AN F1-SCORE OF 0.99. TO MITIGATE OVERFITTING, THE MODELS RELY ON STANDARD PREPROCESSING
AND CROSS-VALIDATION RATHER THAN AGGRESSIVE FEATURE ENGINEERING, ALLOWING PERFORMANCE TO REFLECT THE
DISCRIMINATIVE NATURE OF MEMORY FORENSIC FEATURES. THE EVALUATION HIGHLIGHTS THE EFFECTIVENESS OF
INTEGRATING DIVERSE LEARNING PARADIGMS FOR AUTOMATED MEMORY ANALYSIS WHILE MAINTAINING PRACTICAL
DETECTION LATENCY. THE PROPOSED FRAMEWORK PROVIDES A SCALABLE FOUNDATION FOR DEPLOYING FILELESS MALWARE
DETECTION IN DISTRIBUTED AND OPERATIONAL ENVIRONMENTS.

Index Terms— Fileless Malware, Memory Forensics, Machine Learning, Cybersecurity, Anomaly Detection
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Beyond the Black Box: A Culturally Adaptive
Framework for Al in Iranian Criminal Justice

Moein-Aldin AliHosseini Ali AliHosseini
Departmenft of S_oftware Engineering Department of Political Science
University of Isfahan University of Isfahan

) ) I Sfaha.n’.lr,an‘ . Isfahan, Iran
moeinaldin.alihosseini@eng.ui.ac.ir Ali.alihosseini@ase.ui.ac.ir

Abstract — As the criminal justice system transitions toward scientific crime detection, the integration of
Artificial Intelligence (AI) presents a historic opportunity to enhance judicial efficiency and predictive
accuracy. However, existing literature on Al ethics is predominantly Western-centric, focusing on racial
binaries and Common Law precedents that do not align with Civil Law frameworks or the complex
demographic tapestries of non-Western nations. This paper critiques the applicability of imported metrics to
contexts characterized by multi-ethnic urban heterogeneity. We propose a novel, localized regulatory
framework titled Unity in Diversity. This framework introduces three specific innovations: (1) The Inter-
Cultural Consistency Score (ICCS) to audit algorithms for fairness across diverse ethnicities and clans; (2)
The legal classification of Al as a Forensic Consultant—an "epistemic corridor" rather than a judicial decision-
maker—to satisfy constitutional mandates for reasoned judgment; and (3) A Reputational Data Shield to
protect social dignity by strictly separating criminal data from private family records. We argue that only
through such localization can the justice system avoid the legitimacy crisis observed in Western jurisdictions
and establish a technological infrastructure that serves specific national moral and legal requisites.
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FedTemporal: Federated Time-Series Model for Zero-
Day Ransomware Detection

Somayyeh Fallah Amir Jalaly Bidgoly
Department of Information Technology Department of Information Technology
and Computer Engineering, University of Qom and Computer Engineering, University of Qom
Qom, Iran Qom, Iran
S.Fallah@stu.qom.ac.i Jalaly@qom.ac.i

Abstract—The increase in unknown ransomware attacks has made the need for intelligent detection systems,
especially robust systems in data heterogeneity, more and more felt. In this paper, the FedTemporal framework is
presented; a hybrid time-based model based on federated learning that uses a combination of TCN (Temporal
Convolutional Network) and multi-head Attention to extract temporal patterns of network traffic. This framework,
using the FedProx algorithm, showed high robustness in severe data heterogeneity conditions. The model was
evaluated in two real-world scenarios: Temporal Split (training on older data and testing on newer data) and Leave-
One-Family-Out (LOFO) (leaving one ransomware family as unseen data). The results showed that the FedProx
non-IID model exhibits performance competitive with the centralized model, with an F1-score of 93.32%. SHAP
analysis on the FedProx non-IID model confirmed that robust features in the middle to late timesteps have the
greatest impact on ransomware detection.

Index Terms- Cybersecurity, Federated Learning, Ransomware Detection, SHAP Explainability, Time-Series Model
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